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Changing Public Awareness on Cybersecurity: 
From Consumer Data to Operational Threats

2011 – 2014 2015 – 2017 2018 Forward

https://www.youtube.com/watch?v=PKHH_gvJ_hA


And so many 
more each 
year.



We now live in a world where 
significant cyber events 

happen nearly daily.
https://www.csis.org/programs/strat

egic-technologies-
program/significant-cyber-incidents
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Outcome: High-Profile Events 
• Increased Scrutiny from External Audiences

• New Legislation and Acts
• President Biden’s Executive Order 14,028 on Improving the 

Nation’s Cybersecurity
• The Bipartisan Infrastructure Law
• Cyber Incident Reporting for Critical Infrastructure Act 

(CIRCIA) of 2022
• The TSA/Department of Homeland Security (DHS) 

Cybersecurity Directive

• And the latest…New SEC Requirements through 8-Ks 

• Continuing trend toward disclosures, certifying compliance ahead 
of time.

• More use of cybersecurity preparedness as a determinant of 
credit rating, access to capital, insurance, and other decisioning.

• Ultimately, a significant competitive advantage for companies.



SEC 8-K: What is 
Material? 

Both qualitative and quantitative measures are addressed. The SEC stated in its recent ruling that the 
following factors must be considered when weighing the potential materiality of cyber incidents:

• The importance of any compromised information
• The impact of the incident on the company’s operations
• The nature, extent and potential magnitude of incidents as they relate to any compromised 

information or the business and scope of operations
• The range of harm that such incidents could cause including harm to a company’s:

• Reputation
• Financial performance
• Customer and vendor relationships

• The possibility of litigation or regulatory investigations or actions including regulatory actions by 
state and federal governmental authorities and non-US authorities.

SEC 8-K: What is Material?



SEC 8-K: What is Material? 

Quantitative
Quantitative factors are Primary Losses and have been referenced by the SEC in the past as follows, “Quantitative 
materiality assessments often are made by comparing adjustments to revenues, gross profit, pretax and net 
income, total assets, stockholders' equity, or individual line items in the financial statements.”

Qualitative
• Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure, the SEC's recent ruling, stated, 

“The rule’s inclusion of “financial condition and results of operations” is not exclusive; companies should 
consider qualitative factors alongside quantitative factors in assessing the material impact of an incident.”

• The SEC further defined Qualitative factors as follows:
• “By way of illustration, harm to a company’s reputation, customer or vendor relationships, or 

competitiveness may be examples of a material impact on the company. Similarly, the possibility of litigation 
or regulatory investigations or actions...”

https://www.sec.gov/files/rules/final/2023/33-11216.pdf


What Does Reputation Drive? 

Source: IPSOS



How Important Is Reputation? 

2012 
A World Economic Forum study estimated 
reputation accounted for more than 25% of a 
company’s market value.

2020 
In Weber Shandwick’s report, “The State of 
Corporate Reputation in 2020: Everything 
Matters Now,” global executives attributed 
63% of their company’s market value to their 
company’s overall reputation.

Outperformance 
Research from Deloitte also shows that trusted companies 
outperform their peers by up to 400%.

Additional Benefits 
Reputation shows up on the balance sheet as “goodwill.” 

Executives noted the top three benefits of a strong corporate 
reputation:
• customer or client loyalty
• competitive advantage
• better relationships with suppliers and partners

Research highlights from recent years reinforce the recognition that reputation is not just a soft metric, 
but a concrete asset with measurable returns on investment that come from managing it well.

https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/the-four-factors-of-trust-how-organizations-can-earn-lifelong-loyalty.html


Reputation is Affected by 
Numerous Areas
• Financial Performance

Shareholders, investors, lenders, and many other stakeholders.

• Quality
Willingness to adhere to quality standards. Product recall has an adverse effect on reputation.

• Innovation
Firms that differentiate themselves from their competitors through innovative processes, and unique/niche 
products tend to have strong name recognition and high reputation value.

• Ethics and Integrity
Firms with strong ethical policies are considered more trustworthy in the eyes of stakeholders.

• Crisis Response
Stakeholders keep a close eye on how a company responds to difficult situations. Any action during a crisis 
ultimately affects a company's reputation.

• Safety
Strong safety policies affirm that safety and risk management are top strategic priorities for the 
company, which builds trust and value creation.

• CSR
Actively promoting sound environmental management and social responsibility programs helps create a 
reputation ‘safety net.’

• Security
Strong infrastructure to defend against physical and cybersecurity threats helps avoid security breaches 
that could damage a company's reputation.

Source: Digital leadership, ethics, and challenges; Gordon 
Bowen, in Strategy, Leadership, and AI in the Cyber 

Ecosystem, 2021



Can Reputation — and Damage — Be Measured? 

IPSOS Global Market Research Firm
The Ipsos Reputation Council produces a 
24-country Global Reputation Monitor report.

Edelman Global Communications Firm
Regularly studies trust and reputation and 
produces an annual trust barometer. 

The FAIR Institute
Publishes an informational website with a 
standard for estimating loss from a 
cybersecurity incident. It is aligned to the 
SEC requirements for reporting Materiality on Form 8-K 
and it addresses reputation as an element of materiality. 
VISIT HOWMATERIALISTHATHACK.ORG

https://www.edelman.com/trust/2024/trust-barometer
http://howmaterialisthathack.org/


What is Reputation Risk? 

• The FAIR Institute defines it as…

Losses resulting from stakeholder belief 
that an organization's value has 
decreased and/or that its liability has 
increased. 

• When the brand promise fails to be 
aligned with the brand reality, the 
organization suffers reputational threat 
and harm.

• If you are building trust, you are building 
reputation. Trust is intuitively the ideal 
for which companies aim.



Reputation Fallouts
Enormous Expense
• In 2022, the global average cost of a data breach reached $4.35M, 

while the number is more than double in the U.S., averaging $9.44M. 

Limiting Ability to Maintain Market Position
• These costs above can be passed on to customers and investors, 

limiting a company’s ability to maintain its market position. For 
example, 60% of organizations that have experienced data breaches 
have raised their prices.

Underperformance 
• On average, companies experiencing a significant data breach 

incident underperform the NASDAQ by 8.6% after one year, and this 
gap can widen to 11.9% after two years.

Credit Rating Downgrades 
• Cyber risks can result in a credit-rating downgrade, impacting a 

company’s ability and cost to secure financing. Moody’s announced in 
2018 that it would evaluate companies’ cybersecurity practices when 
assigning credit ratings. In fact, Moody’s reduced Equifax’s credit rating 
in 2019 following Equifax’s data breach that occurred in 2017.

https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
https://www.halock.com/summarizing-the-ponemon-cost-of-a-data-breach-report-2022/
https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/
https://www.cnbc.com/2018/11/12/moodys-to-build-business-hacking-risk-into-credit-ratings.html
https://www.cnbc.com/2018/11/12/moodys-to-build-business-hacking-risk-into-credit-ratings.html
https://www.washingtonpost.com/politics/2023/03/21/credit-ratings-increasingly-looking-cybersecurity/
https://www.washingtonpost.com/politics/2023/03/21/credit-ratings-increasingly-looking-cybersecurity/


Estimated Losses Reported

NotPetya
More than $10B in total 
damages 

$171M

$2B in fines and legal 
expenses 

$171M

$1.4B $148M

$470M $90M estimated insured losses; 
$3.5M in incident investigation, 
remediation, and legal fees. 

$356M
$4M - $8M a day for over a week

$300M
$20M for fines alone 



Trends and Drivers of 
Response Today

• 8-Ks and increased requirements for transparency offer 
more opportunity for misalignment between what was 
claimed — and what was experienced in an event. 

• Speed continues to be a driver, meaning you must have 
already established, already tested communication 
channels and teams with both authority and agility to 
make decisions in the face of an attack. Communication 
response time — and services offered in the wake of an 
attack — will matter more and more.

• Supply chain attacks increase the need to understand all 
possible parties you might be working with. This is not 
just your event; it is often one that has upstream and 
downstream partners involved.



Protecting Your Reputation 
Before the Event 



Earn Equity, Understand 
Ecosystem, Consensus Build 

Cross-functional Teams, Tabletops 

Plan for and Practice Crisis Response

Holding Statements, Prepared Material, Spokespeople

Development of Security Narratives

Crisis tools such as Social Media Monitoring; Crisis 
Plans Accessible; Always On Line; 1-800 #s for 
Impacted Communities

Have experts, but also ensure you have muscle-tested 
your response beliefs. The time to be cementing 
agreement or disagreement on response strategies is in 
tabletops, not in actual events.

1

2

3

4

5



Earn Equity, Understand 
Ecosystem, Consensus Build 

• 360 Map of Key Stakeholders and POCs

• Established Measurement and Listening Tools

• Outreach to Influencers within Stakeholder Groups

• Participation in State Activities, Standards Bodies

• Ongoing PR, Proactive Communication Programs about Your 
Organization, but Also Efforts Related to Compliance, Transparency

• Speak to Successes — Through Media Relations, Briefings with Key 
Influencers, Articles

• Third-Party Validation

But Beyond Crisis Response…Regular Ongoing PR



Related to SEC Cyber RulesAs with the new DORA regulation, 
having a robust incident response 
program with a trusted partner is a 
key step in ensuring a business can 
disclose a security incident and 
comply with these new rules. 
Businesses cannot afford to wait for 
an incident to ensure compliance; 
at that point, it will be too late for 
action. 

No organization is immune to a 
material cyber incident. 

Businesses must be prepared with a 
strong incident response plan that 
has been extensively practiced, with 
multiple scenarios and tabletop 
exercises.

1

Evaluate Existing Disclosure Controls and Procedures 
Concerning SEC’s final cyber rules to:

Identify relevant stakeholders and assign responsibility.

Review existing frameworks for escalating and 
analyzing cybersecurity-related data.

2

Prepare an incident response plan that incorporates 
materiality determinations at an early stage.

3

Design, implement and test heightened disclosure 
controls.

4

Train employees to recognize and escalate issues.5



Protecting Your Reputation 
During the Event 



Form 8-K Determinations

New SEC Ruling: More Aggressive Disclosure Timeframe 
• This underscores the importance of ensuring that effective 

disclosure controls and procedures are in place for escalating 
potentially material events to senior legal and business leaders to 
achieve accurate and timely reporting.

Fast Assessment Required 
• Companies will need to quickly determine whether an incident is 

material such that a Form 8-K is required, if disclosure is required, 
and how to ensure that it meets SEC requirements without 
compromising the effectiveness of its response or remediation 
plans.

No Detail Required That Impedes Response 
• The 2023 Guidance specifically indicates that companies will not be 

expected to disclose specific technical information about their 
incident response or their cybersecurity systems, related networks, 
and devices, or potential system vulnerabilities in such detail as 
would impede their response or remediation efforts.



Gold Standard Responses
Operate with Speed and Agility
• Team pulling together within minutes; balance speed with accuracy

Deploy Response Strategy
• Geographic response, activation mode

Prioritize Safety and Lead with Empathy
• Human life

Take Ownership and Expect Scrutiny
• Don’t let the bad actors control the narrative due to unclear and 

unprepared responses from affected parties

Engage Media and Conduct Direct Stakeholder Outreach
• Activation across networks
• Focus on impacted people: Constant communication 

to affected customers. Call centers. 1-800 lines. 

Understand 10-Hour and 10-day Window



Understanding Impact — 
And a Word on Empathy

Map Impacted Communities

In all you do, the sanctity and value of human life must reign 
paramount to profits, disrupted supply chains and inconvenience.

Yes, a crisis is a challenge for your organization to respond to, but 
the focus is never on you. It is not about you. It is about those 
impacted. Your customers, your partners, people on the ground 
in the communities that are impacted.

Never lose sight of this.

1

2 Assess Communication Channels



Spokespeople 

• Choose wisely who can be 
the face of the company in an 
incident

• Regardless of your response, 
these individuals’ ability to 
simultaneously convey a 
command of the situation 
alongside unfolding events 
with empathy and concern, 
will dramatically impact 
perceptions

• Ensure this group of 
spokespeople is media 
trained regularly

• Be mindful of the visuals 
coming out of the event

Source: The Oregonian, 2010 



Post Data Breach Reputation Recovery List  

Be the first 
source to break 

the news

Engage in 
threat sharing 

Implement a 
robust 

notification 
plan 

Hire a CISO and 
other security 
professionals

Be transparent 
with all involved

Regularly 
measure and 

report on 
cybersecurity

Improvements  

Source: Varonis 



Protecting Your Reputation 
After the Event 



Updates on Investigations

Post Event Activities 

Assess and Monitor Reputation Change Across 360 Map
• Consumer Sentiment
• Legislative Actions
• Partner Communications and Engagement

Outreach to Influencers within Stakeholder Groups

Address Policy Changes - Internal and External

Ramp Thought Leadership 
• Own what happened
• Create opportunities to lead from 

lessons

Ongoing PR and 
brand building are 
essential; coupled 
with government 
affairs, investor 
relations, and 
other efforts.



As the 2023 annual meeting of the World 
Economic Forum wrapped up in Davos, 
Switzerland, it ended with a disturbing 
prediction from one of the leading voices. 

Delivering a presentation on the 
2023 Global Cybersecurity 
Outlook report, forum Managing Director 
Jeremy Jurgens revealed that 93 percent 
of those surveyed believe that a 
“catastrophic” cyber security event is 
likely in the next two years.

Photo Creator: Kola Shobo
Copyright: World Economic Forum / Kola Shobo

https://www.weforum.org/events/world-economic-forum-annual-meeting-2023/sessions/press-conference-global-cybersecurity-outlook-2023
https://www.weforum.org/events/world-economic-forum-annual-meeting-2023/sessions/press-conference-global-cybersecurity-outlook-2023


• Public awareness of cybersecurity events that breach 
personal data has grown significantly in the last decade.

• There is growing concern from legislative and oversight 
bodies — and we’ll continue to see heightened interest and 
growing pressure to meet new requirements as a result.

• But mainstream media is also covering cyber events that 
interrupt critical infrastructure.

• New data from Deloitte shows when it comes to business 
reputation, the importance of trust is at an all-time high, 
while the inclination to trust is at an all-time low.

In this environment, it’s clear we must remove 
silos, increase agility and resiliency, and 

regularly earn trust.

In Summary

https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/the-four-factors-of-trust-how-organizations-can-earn-lifelong-loyalty.html


Jennifer Dulles, APR

Jennifer Dulles has more than 30 years of 
experience advising clients on public 
relations and reputation management. Her 
clients have included tech companies 
including in security, IIOT and wireless 
technologies; large infrastructure tech 
providers such as CH2MHILL (now Jacobs) 
and TRC Companies, manufacturing 
companies including Schlumberger, and 
government and municipal entities including 
the US DOE  and its many contractors.

In addition to founding DStreet in 2004, 
Jennifer serves as a senior advisor at the 
Institute for Crisis Management, where she 
regularly writes crisis communications plans 
and trains executive teams on effectively 
managing crisis.

Reaching Jennifer

jdulles@dstreetpr.com

www.dstreetpr.com

https://crisisconsultant.com/

About Jennifer Dulles
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